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Abstract: The security of Internet of Things (IoT) systems has consistently been a challenge, particularly in
the context of critical infrastructure. One particular approach not yet employed in this domain is the
unidirectional communication paradigm. This survey presents an analysis of the most prevalent
unidirectional communication solutions, namely, data diodes, network pumps, unidirectional gateways, and
unidirectional protocols. The objective of the survey is to present an analysis of the unidirectional
communication methods that meet the requirements of IoT security. These methods are classified according
to their implementation and operational mode. The survey analyzes the unidirectional communication
solutions based on their performance, the level of security offered, the cost-effectiveness, and their cost of
implementation. Additionally, it includes an analysis of the existing off-the-shelf unidirectional
communication implementations found in the industry. Furthermore, it identifies some of the most important
current issues and development directions.
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